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Use of Linux in CTF events

e |t has an awesome command line.
e Bash Scripting
e Has all the tools required for CTFing.



WSL

e \WSL stands for Windows Subsystem for Linux
e \WSL can run Linux programs on Windows



Linux

1- Shell redirection / shell piping

Pipes connect the standard output of one command to the standard input of
another. Eg. cat pipe.txt | grep “second” pipe.txt | grep second

Shell redirection can redirect that output to a file using the > operator. Eg.
echo “hello” > file.txt



Linux

2- file command
file command is used to determine the type of a file.
3- nano command
Command Line Text Editor similar to vim.
4- find, grep, strings

e find command is used to search a file or directory in a file hierarchy.eg find dir/ -name hi.txt
e Grep command is used to search in a file

e The strings command returns each string of printable characters in files.



Different number systems (Binary, Octal, Base-64, Hexadecimal)

Text (ASCII) M a n
Source
Octets 77 (Ox4d) 97 (0x61) 110 (0x6e)
Bits 0110|0111 I0(1|0(1[2/0/00!010(1[2]04]t|%|0
Sextets 19 22 5 46
Base64 ' '
Character T W F u
encoded

Octets 84 (0x54) 87 (0x57) 70 (0x46) 117 (OX75)



Little/Big Endian

Little-endian
32-bit integer
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Memory

OD a

0C a+l

0B a+2

0A a+3

0A
0B

0C

oD

Big-endian
32-bit integer

OAOBOCOD




WEB

1- Developer Tools
2- Methods of HTTP

GET (Read)

POST (Create)
PUT (replace
DELETE (delete)



WEB

3- Cookies

An HTTP cookie (web cookie, browser cookie) is a small piece of data that a
server sends to the user's web browser.

4- User Agent

The User-Agent request header is a characteristic string that lets servers and
network peers identify the application, operating system, vendor, and/or
version of the requesting user agent.



Forensics

e Hex Editor
e Headers and Footers in files

e Magic Numbers
o Magic numbers are the first few bytes of a file that are unique to a
particular file type.



Cryptography
1- Plaintext and CipherText

2- Caesar Cipher

Y ' ZIA|B|C|D|E|F SHIFT +3
This Caesar cipher has a shift of 3 characters.

The letter ‘A’ becomes a ‘D’. The letter ‘B’ becomes ‘E’.

- Plaintext
A|B|C|D|E|F|G|H]|I |J |[K|L|M|N|O|P|Q|R|S|T|U|V|W|X|Y |Z <€
E|F|[G|H|I |J |[K|L |[M|N P RIS |T|U|V | W[X]|Y |Z |A|B]|C
o — Ciphertext




Cryptography

3- Morse Code

«* ~
. ~ . ~
«* ~ «* ~
. ~ . ~
::;“ \::; ::.‘ \: :

@ @ ® @ @ ® @ @
BOO, @Q@@ Q@@@ DO

@@J@ V“ )@ X @& OO CD @@@ ”\ ”“) @““(“0“@@



Binary / Binary Exploitation

e How a program compiles
o Assembly language
o gcc -S filename.c -o outputfilename.asm

e Binary exploitation:
https://uperesia.com/buffer-overflow-explained

OxFFFFFFFF

2x00000000



https://uperesia.com/buffer-overflow-explained




#include <stdlib.h>
int sub(int x, int y){
return 2*x+y;

int main(int argc, char ** argv){
int a;
a = atoi(argv[1]);
return sub(argc,a);

.text:00000000 _sub:
.text:00000001
.text:00000003
.text:00000006
.text:00000009
.text:0000000C
.text:0000000D
.text:00000010 _main:
.text:00000011
.text:00000013
.text:00000014
text:00000017
.text:0000001A
.text:0000001B
.text:00000021
.text:00000024
.text:00000027
.text:0000002A
.text:0000002B
.text:0000002E
.text:0000002F
.text:00000034
.text:00000037
.text:00000039
.text:0000003A

push ebp

mov  ebp, esp

mov  eax, [ebp+8]
mov  ecx, [ebp+0Ch]
lea eax, [ecx+teax*2]
pop ebp

retn

push ebp

mov  ebp, esp

push ecx

mov  eax, [ebp+0Ch]
mov  ecx, [eax+4]
push ecx

call dword ptrds:__imp__ atoi
add esp, 4

mov  [ebp-4], eax
mov  edx, [ebp-4]
push edx

mov  eax, [ebp+8]
push eax

call _sub

add esp,8

mov  esp, ebp

pop ebp

retn 88




Call Instruction

B022FEESQ

g sLsrcec s
0022FEES
08022FEEC
00622FEF 0O
0022FEF4
0022FEFS8
0022FEFC
00622FF 006
0022FF 84
0022FF 88
08022FFBC
0622FF106
0022FF14
0022FF18
8022FF1C
0022FF20
0022FF24
0022FF28
8022FF2C
0622FF306
0022FF34
0022FF38
8022FF3C
0022FF40

B022FF 48
0022FF4C

SP>6 P
Ugug4uvouuw - RS
6000008061
864012B5 pI@E.
8622FEDB Dp'.
80080800802
0022FFC4 Ay
76478CDS5 O
CF1227D3
FFFFFFFE
764598DA

B02EOBF52

4F4CL4548
4F4CL548
4FL4CL4548
4F4CH548
4F4CL548
4F4CL548
4F4CH548
4F4CL4548
4F4CL4548

HELO |
HELD

L4FELCL548
L4F4CH548

Address
004°37F4

;pretend

004354000
00494005
004354008
0049400E

EBP

there

Instruction
MOV EDX,ECX
MOV EAX,EDX
CALL 00494000

INC EAX &
CMP E&X, 500
JE 00450129

is a lot of code

ADD
ADD
SUB
RETN

EAX, 100
EDX,
ECX, 60

P aTe
1 Uy
U

inbetween here.
Automatically jump ba
directly after the qs:ZZAL




" EAX

-
% EBX
2
@ ECX
a EDX
©
)
§ ESI
. EDI
ESP
(stack pointer)
EBP

(base pointer)

— 6 DIRS —

8 bits 8 bits
AX AH AL
BX BH BL
CX CH CL
DX DH DL
32 bits

Figure 1. x86 Registers




Disassembler / Decompiler

e Disassembler
o Adisassembler is a software tool which transforms machine code into a human readable
mnemonic representation called assembly language.
o C,Cct+
o GDB, Hopper, Radare2

e Decompiler
o Software used to revert the process of compilation. Decompiler takes a binary program file as
input and output the same program expressed in a structured higher-level language.
o java, c#, android apps
o Google them :P



